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Role Profile – Senior Linux Administrator (Senior IT Advisor)

	Job Title:
	Senior Linux Administrator 
(Senior IT Advisor)
	School/Dept.:
	Information Services

	Reporting to:
	Network and Telecoms Team Leader

	Responsible for Line Management of:
	N/A


	Main Purpose of Role:
	The core objective of the team is to ensure the continuous delivery of a smooth-running, secure, efficient, and modern technical infrastructure for the university’s IT operations. The infrastructure is based on Linux and Cisco Systems with associated software.

The infrastructure environment consists of Linux and Windows running on Hyper-V alongside a small footprint of systems running on VMware.  Applications used by the University are a mix of purchased open-source and SAAS software solutions.

The team designs, builds and supports the core backbone of the network ranging from Linux DNS/DHCP management, VoIP systems, Firewalls, VPN, wireless/wired networks.


	Grade:
	6

	Accountabilities/Responsibilities of the role:

	1. Own and maintain the Linux services within the GCU Network IT infrastructure.  Ensure the day-to-day running, with minimal downtime, of all services for staff and students.
2. Drive ownership, maintenance, and support of the Linux/Hyper-V environment together with associated applications such as ISC DNS/DHCP, FreeRadius, Cambium/Cisco Enterprise solutions, JISC services,  Cisco Call Manager etc.
3. Collaborate as the infrastructure representative in cross-departmental meetings to analyse infrastructure related requirements and business issues.
4. Serve as the subject matter expert for business projects in areas including Linux administration and configuration, and network security.
5. Maintain adequate documentation for all infrastructure systems, closely monitor service levels, and alert senior colleagues when guidance or prioritisation advice is required.
6. [bookmark: _Int_EjIN32c0]Manage personal workload of support tasks liaising with colleagues and business stakeholders and reporting issues to senior colleagues when guidance or prioritisation is required.
7. Patch and update systems and application software, and secure software and systems against malicious attacks.
8. Provide 3rd level support for end user technical issues.
9. Support members of the team in support of university services such as wireless networks, switches, routers, VPN, Network controllers.
10. Engages with service owners to identify potentially inactive servers/systems/services, in order to minimize operational overheads, improve efficiency and increase security.
11. Manages relationships with external partners.
12. Leads and participates in project teams relating to areas of expertise and knowledge.
13. Proactively develops productive working relationships with other school/department team members and stakeholders.
14. Produces and updates relevant documents; Maintaining technical documentation.
15. Provides support to IT Technical Specialists, including strategy, technical design, implementation and support documentation.
16. Works to ensure the availability of enterprise system services with resilience and contingency, in keeping with service demands.
17. Uses knowledge and experience to determine the most appropriate solutions for any issues that may arise.
18. Identifies options for potential solutions and assesses them for both technical and business suitability.
19. Responsible for encouraging the adoption, and where appropriate adaption, of best practices and technology standards.
20. Contributes to the implementation of new systems and processes.
21. Prioritizes and schedules work effectively, anticipating problems and adjusting the allocation of resources and time accordingly.
22. Contributes to the development of an efficient and effective team in consultation with stakeholders and users.
23. Participates in and contributes to regular departmental, and cross departmental progress/project meetings.
24. Trains and shares knowledge with internal teams wherever possible to empower them to manage their own areas with ad-hoc support.
25. Demonstrates flexibility to deliver team results, while contributing to team morale.
26. Where required, provides direct line management, mentoring, training and guidance, including appropriate quality assurance functions to allocated staff, assisting in their effective development.
27. Remains current with university policies and procedures.
28. Continues to develop and build own knowledge, remaining technically capable and an expert in current technologies.
29. Ensures appropriate resources are available for departmental/school operation.
30. Considers the relative efficiency of new processes and make recommendations with the ability to
overcome complex technical, process and people problems with creative and effective solutions.
31. Works collaboratively with colleagues and teams to share knowledge and good practice.
Any other tasks appropriate to the post and in line with IT service needs.



Person Specification 

	Expected Criteria
E - Essential or D – Desirable
	Assessment Method


	Education & Professional Qualifications
	

	E1 Degree or equivalent hands-on experience.   

	Application 

	Skills, Knowledge & Experience 

	Assessment Method

	E2   Advanced capability to serve as a Senior technical lead, bringing comprehensive production IT infrastructure support experience and senior-level Linux administration expertise

E3 Experience and expertise of enterprise Linux systems such as deploy and run enterprise-level Linux distributions, with experience of day-to-day management of Linux servers and storage;
· Administration and optimisation of Linux DNS/DHCP
· Design and implement advanced observability frameworks such as Nagios/Grafana enterprise to proactively detect vulnerabilities and track system metrics
· Engineer and lifecycle-manage robust automation frameworks using BASH, Perl, or Python; troubleshooting and refining complex scripts to optimize infrastructure efficiency and eliminate manual overhead.

E4 Take ownership of the end-to-end planning and execution of enterprise-wide Linux server upgrades, optimising infrastructure stability and mitigating deployment risks.

E5 Orchestrate enterprise-wide security patching and network perimeter defence, maintaining robust Linux firewall configurations to guarantee a highly secure production environment.

E6 Lead the engineering, maintenance, and optimisation of complex cloud and on-premises Linux systems and network topologies to guarantee maximum system reliability, performance, and security.

E7 Proven track record in a Senior role, steering complex infrastructure projects from conception to deployment while applying rigorous analytical frameworks and precision to ensure flawless delivery.

E8 Design and deploy robust network and storage topologies, taking senior ownership of Linux firewall configurations, enterprise VPNs, traffic-managing load balancers, and scalable server provisioning.

E9 Experience with Linux distros such as Redhat Enterprise Level, Ubuntu etc. 

E10 Ability to understand and interpret user requirements and provide appropriate advice and guidance

D1 Experience of working in the Higher Education sector

D2 Knowledge of Network and telecoms services such as Cisco FCM, FTD, Meraki, UCCM, UCCX, CUACA, Cambium.

D3 Experience of ITIL processes. 

D4 Knowledge of ITSM/ I.T. project management.

	Application and Interview

	GCU Values & Behaviours
	Assessment Method

	· Demonstrates behaviours which are consistent with the GCU Values (Integrity, Responsibility, Creativity & Confidence)
	Application Form & Interview 



Generic Activity 

	Main purpose of the role:

	The main purpose of this role is to display an in-depth knowledge of methods, systems and procedures gained through significant practical experience and/or education typically to degree level. The work involves the exercise of initiative and judgement required to resolve operational problems. Individuals will be expected to identify gaps in information and apply discretion to determine short term priorities, and if applicable, priorities of a team of people involved in the same type of work. Contributions include proposing and implementing improvements to current working methods and detailed manipulation, analysis and interpretation of data. Roles at this level will provide advice, guidance and support to others based on their professionalism and experience.

	Generic Activity: - Please note that the amount of focus on each on these activities will vary between specific roles.

	Typical Work Activities
· Provide professional advice within own area of expertise
· Participate in departmental project work
· Apply a detailed understanding of specialised, but established, University systems, processes or procedures to analyse and resolve related problems
· Collect and organise both standard and complex material and information for inclusion in reports and documents and/or answer related queries and questions
· Organise and resolve most issues/queries independently, providing advice on specialised but established and related matters to staff and/or students at all levels
· Deliver or oversee a range of specialised service support tasks, advising and assisting colleagues to ensure quality standards are adhered to
· Deal with queries referred on from more junior staff and act as a filter for issues referred to more senior staff, to provide immediate support and problem resolution
Communication and Networking
· Present complex information verbally or in writing at an appropriate level of professional complexity/specialism
· Required to persuade others in the team about new ways of delivering services and the use of new working practices
· Communicate complex information which may be detailed or specialist in nature
· Conduct briefing sessions, write detailed letters, answer complex emails, deal with sensitive/confidential matters
· Write factual reports, procedures and guidelines
· Have a range of contacts both internal and external to the University
· Required to attend committees and/or networks (internal and external to the University) to ensure that issues are appropriately represented and reported, and to facilitate the exchange of information and exchange best practice.
Planning and Organising
· Plan, organise and prioritise own workload (and that of others) to feed into achievement of broader departmental objectives
· May contribute to resource and budgetary planning processes
· Likely to manage and co-ordinate small/medium sized projects
· Have personal autonomy to organise own work
· Contribute to longer term strategic/planning activities within the School/Department/Team.
 Resource Management (People, Finance)
· Responsible for managing supplier relationships in line with departmental objectives
· May monitor resources and/or budget and contribute to the resource planning process

In a people management role:
•	Plan, prioritise and delegate the day-to-day work of others to ensure that all relevant objectives are met, including responsibility for and/ or contribution to, recruiting, monitoring and supporting the performance management, mentoring and development of team members to ensure that individual contributions are maximised in line with the GCU Leadership/Management Accountabilities. 
In an individual contributor role: 
• Operate as an individual, organising and planning own work activities to contribute to the overall achievement of department objectives.

 Stakeholder Management
· Attend and/or lead internal and external meetings as required to support standard work activities and/or represent the University/ Department at the appropriate level
· Initiate, develop and deal with wide ranging internal and external contacts
· Influence stakeholders to adopt best practice processes and outcomes where possible
· May be recognised as a leading point of contact for a particular specialised process

 Analysis, Reporting and Documentation
· Perform detailed manipulation, analysis and evaluation of specialised but relatively straightforward information, highlighting and prioritising any issues for further investigation
· Supply data and information to other departments
· Analyse complex statistics, highlighting and reporting on trends and patterns
· Conducting enquiries/research into complaints/issues.
 
Management of Work Environment
· Understanding of appropriate health and safety regulations and procedures, ensuring compliance with appropriate legal standards within own area of responsibility
· May manage technical or operational services and have responsibility for the safe working of others.
 
Teamwork and Collaboration 
· Provide peer support/sharing knowledge and best practice to colleagues, either directly or indirectly, as an experienced team member

Organisational Citizenship
· Commitment to University strategy and values  
· Commitment to Continuous Professional Development appropriate to role/discipline
· Responsible for co-operating and complying with University and local policies, procedures and processes
· Any other tasks appropriate to the post and in line with School/Department/University requirements


	Core Qualifications/Knowledge/Skills/Experience

	· A degree and/or post graduate or professional qualification in a relevant subject and/or broad vocational experience acquired through job related vocational training and considerable on the job experience
· Experience of giving detailed specialised/professional advice and guidance to others
· Detailed operational knowledge of systems/equipment relevant to role
· Comprehensive knowledge and experience of relevant specialised area
· Experience of using initiative and judgement to resolve daily problems independently
· IT literacy
· Strong interpersonal and influencing skills
· Appropriate analytical and problem-solving skills
· Ability to assess and organise resources and plan/progress work activities
· Proactively engaged in continuing professional development/training to keep knowledge and skills set relevant and up to date
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