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Role Profile - Information Compliance Officer

	Job Title:
	Information Compliance Officer
	School/Dept:
	Governance & Legal Services

	Reporting to:
	Head of Information Compliance 

	Responsible for Management of:
	N/A

	Main Purpose of Role:
	The Information Compliance Officer will assist the Information Compliance Manager in supporting the University to comply with Freedom of Information (FOI), Environmental Information Regulations (EIR) and Data Protection (DP) legislation and associated records management requirements.
The overarching objectives of this role are to: support the processing of information requests made under Data Protection or FOI legislation, respond to requests for information made to the University, provide professional support and guidance on information compliance matters, oversee and maintain comprehensive audit and operational logs to support Information Compliance activities, and support the University’s records management operation and development.


	Grade:
	6

	Main accountabilities for the role:

	1. Assist the Information Compliance Manager to manage the University’s caseload of requests for information and personal data including logging, acknowledging, tracking and coordinating cases, preparing responses, monitoring statutory deadlines and ensuring that statutory obligations are met within legal timescales. Liaise with colleagues and key stakeholders to gather information and support the handling of more complex requests.
2. Contribute to the University’s compliance with Data Protection law including creating and maintaining Privacy Notices and managing the register of Privacy Notices, assisting with the preparation of data protection agreements, managing departmental data protection compliance casework, and monitoring Records of Processing Activities to ensure accuracy and completeness. 
3. Coordinate the review and maintenance of Information Compliance policies, procedures and guidance, ensuring documentation remains accurate, current, accessible, and aligned with legislative and regulatory requirements.
4.  Support the administration and coordination of Information Compliance activities by maintaining accurate records, monitoring key actions and deadlines, tracking case progression, and ensuring documentation is complete, auditable and readily accessible.
5. Support the investigation and management of personal data breaches through the accurate recording of information, maintenance of comprehensive case files, and oversight of audit trails to ensure regulatory and organisational requirements are met.
6. Coordinate departmental data protection compliance assessments, monitoring progress, maintaining assessment records, tracking actions, and supporting timely completion of recommendation
7. Contribute to the maintenance of the Freedom of Information Publication Scheme and provide advice to areas within the University on Publication Scheme requirements.
8. Assist the Information Compliance Manager in undertaking internal reviews and managing complaints relating to information requests, preparing responses and identifying learning points.
9. Assist with the maintenance of the University's records management policies and records retention schedules, working collaboratively with colleagues across the University to ensure records are managed in accordance with organisational and regulatory requirements.
10. Assist with operational function of the University’s Records Centre including the physical retrieval, consignment and transfer of records from the Records Centre.
11. Promote effective records and information management practices across the University, contributing to initiatives that improve information governance and the management of digital records throughout their lifecycle.
12. Support the development and delivery of training relating to Data Protection, Freedom of Information, records management and wider Information Compliance matters for a range of stakeholder groups.
13. Maintain and quality assure information published on the University's Information Compliance intranet and website, ensuring content is accurate, current, accessible and aligned with relevant legislation and guidance.
14. Provide a research and advisory support function in relation to all aspects of information compliance to prepare advice, reports and support with the development of relevant policy.
15. Manage the network of departmental contacts for information compliance matters.
16. Continue to develop skills in information compliance, maintain and contribute to professional networks and maintain awareness of developments in information compliance.




Person Specification 
	 Expected Criteria
E- Essential or D – Desirable 
	Assessment Method


	Educational and/or Professional Qualifications
	

	E1 - Educated to degree level or equivalent demonstrable experience in a directly relevant role.
D1 - Post graduate degree/professional qualification in information rights, data protection, law or records management or equivalent demonstrable experience in a directly relevant role
	Application Form

	Skill, Knowledge and Experience

	Assessment Method

	E2 – Experience of working in the field of Data Protection, Freedom of Information/Environmental Information Regulations and records management within a University or public authority setting.
E3 – Experience of interpreting and applying statutory requirements and regulatory guidance to information compliance matters in order to provide guidance and advice.  
E4 – Knowledge of Freedom of Information (Scotland) Act 2002, Environmental Information (Scotland) Regulations 2004, Data Protection legislation including the UK General Data Protection Regulation (GDPR) and Data Protection Act 2018.
E5 - Experience of working with a high level of accuracy and attention to detail. 
E6 – Experience of working using discretion and diplomacy in a sensitive and confidential work environment.  
E7 – Excellent verbal and written communication skills.
E8 – Excellent organisational skills and the ability to effectively manage a workload, prioritise tasks and meet deadlines. 
E9 – Ability to work individually and as part of a team and using own initiative.
E10 – Strong skills and relevant experience using O365/SharePoint to organise and manage large datasets. 
D2 - Experience of developing and delivering training. Experience of facilitating training sessions in person and online.
D3 – Experience of creating and publishing information on websites/intranet sites. 
	Application Form and Interview


	GCU Values & Behaviours
	Assessment Method

	· Demonstrates behaviours which are consistent with the GCU Values (Integrity, Responsibility, Creativity & Confidence)
	Application Form & Interview 



Generic Activity
	Main purpose of the role:

	The main purpose of this role is to display an in depth knowledge of methods, systems and procedures gained through significant practical experience and/or education typically to degree level. The work involves the exercise of initiative and judgement required to resolve operational problems. Individuals will be expected to identify gaps in information and apply discretion to determine short term priorities, and if applicable, priorities of a team of people involved in the same type of work. Contributions include proposing and implementing improvements to current working methods and detailed manipulation, analysis and interpretation of data. Roles at this level will provide advice, guidance and support to others based on their professionalism and experience.

	Generic Activity: - Please note that the amount of focus on each on these activities will vary between specific roles.

	Typical Work Activities
· Provide professional advice within own area of expertise
· Participate in departmental project work
· Apply a detailed understanding of specialised, but established, University systems, processes or procedures to analyse and resolve related problems
· Collect and organise  both standard and complex material and information for inclusion in reports and documents and/or answer related queries and questions
· Organise and resolve most issues/queries independently, providing advice on specialised but established and related matters to staff and/or students at all levels
· Deliver or oversee a range of specialised service support tasks, advising and assisting colleagues to ensure quality standards are adhered to.
· Deal with queries referred on from more junior staff and act as a filter for issues referred to more senior staff, to provide immediate support and problem resolution.
Communication and Networking
· Present complex information verbally or in writing at an appropriate level of professional complexity/specialism
· Required to persuade others in the team about new ways of delivering services and the use of new working practices
· Communicate complex information which may be detailed or specialist in nature
· Conduct briefing sessions, write detailed letters, answer complex emails, deal with sensitive/confidential matters
· Write factual reports, procedures and guidelines
· Have a range of contacts both internal and external to the University
· Required to attend committees and/or networks (internal and external to the University) to ensure that issues are appropriately represented and reported, and to facilitate the exchange of information and exchange best practice.
Planning and Organising
· Plan, organise and prioritise own workload (and that of others) to feed into achievement of broader departmental objectives
· May contribute to resource and budgetary planning processes
· Likely to manage and co-ordinate small/medium sized projects
· Have personal autonomy to organise own work
· Contribute to longer term strategic/planning activities within the School/Department/Team.
 Resource Management (People, Finance)
· Responsible for managing supplier relationships in line with departmental objectives
· May monitor resources and/or budget and contribute to the resource planning process

In a people management role:
•	Plan, prioritise and delegate the day-to-day work of others to ensure that all relevant objectives are met, including responsibility for and/ or contribution to, recruiting, monitoring and supporting the performance management, mentoring and development of team members to ensure that individual contributions are maximised in line with the GCU Leadership/Management Accountabilities. 
In an individual contributor role: 
• Operate as an individual, organising and planning own work activities to contribute to the overall achievement of department objectives.

 Stakeholder Management
· Attend and/or lead internal and external meetings as required to support standard work activities and/or represent the University/ Department at the appropriate level
· Initiate, develop and deal with wide ranging internal and external contacts
· Influence stakeholders to adopt best practice processes and outcomes where possible
· May be recognised as a leading point of contact for a particular specialised process.

 Analysis, Reporting and Documentation
· Perform detailed manipulation, analysis and evaluation of specialised but relatively straightforward information, highlighting and prioritising any issues for further investigation
· Supply data and information to other departments
· Analyse complex statistics, highlighting and reporting on trends and patterns
· Conducting enquiries/research into complaints/issues.
 
Management of Work Environment
· Understanding of appropriate health and safety regulations and procedures, ensuring compliance with appropriate legal standards within own area of responsibility
· May manage technical or operational services and have responsibility for the safe working of others.
 
Teamwork and Collaboration 
· Provide peer support/sharing knowledge and best practice to colleagues, either directly or indirectly, as an experienced team member.

Organisational Citizenship
· Commitment to University strategy and values  
· Commitment to Continuous Professional Development appropriate to role/discipline.
· Responsible for co-operating and complying with University and local policies, procedures and processes.
· Any other tasks appropriate to the post and in line with School/Department/University requirements.


	Core Qualifications/Knowledge/Skills/Experience

	· A degree and/or post graduate or professional qualification in a relevant subject and/or broad vocational experience acquired through job related vocational training and considerable on the job experience
· Experience of giving detailed specialised/professional advice and guidance to others
· Detailed operational knowledge of systems/equipment relevant to role
· Comprehensive knowledge and experience of relevant specialised area
· Experience of using initiative and judgement to resolve daily problems independently
· IT literacy
· Strong interpersonal and influencing skills
· Appropriate analytical and problem solving skills
· Ability to assess and organise resources and plan/progress work activities
· Proactively engaged in continuing professional development/training to keep knowledge and skills set relevant and up to date.
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